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Introduction 

According to ‘The Economist’, a survey of 72 healthcare executives (Directors and C-level executives) 
conducted in 2015 found that cloud computing is a crucial component of healthcare’s future.20 
The survey found that over three-quarters of respondents believe that cloud computing plays a 
‘somewhat’ or ‘very important’ role in enabling remote diagnosis (76%) and remote treatment (79%), 
supporting the centralization of health records (85%) and supporting preventative care (85%). 

Additionally the healthcare sector expects adoption to grow. Eight out of ten survey respondents (81%) 
believe that cloud will be a moderate or major factor in their industry in three years’ time. 

 

How important is cloud in supporting sectors of the healthcare industry? 
% saying cloud will be very important or somewhat important 

 

   

 

 
Centralization of health records 

  57  27 

Supporting preventative care 

  53  32 

Care for low-income populations 

  45  35 

Supporting remote diagnosis 

  44  32 

Supporting remote treatment 

  43  37 

Source: EIU Survey “Cloud Computing and Economic Development”, October 2015 

 

Figure 1: Importance of Cloud for Supporting Multiple Sectors within Healthcare 

 

Generally speaking, however, the healthcare industry has been a slow adopter of cloud computing.  Only 
43% of healthcare respondents in the survey felt that the technology had a significant or pervasive 
presence in their country’s healthcare industry today.  This compares to 59% and 58% of finance and 
retail executives respectively who say the same of their sectors. 

This relatively low adoption by healthcare providers is explained, in part at least, by the sensitivity of the 
data they handle.  Healthcare service providers have a moral and legal obligation to treat patient data 
with the utmost care.  Needless to say security and privacy rank high amongst concerns of healthcare 

       Very important 

       Somewhat important 
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organizations when it comes to cloud computing.  Additionally, data sovereignty is a huge topic and 
often is part of the conversation around cloud computing.   

This CHIEF White Paper has been created to help address many of the privacy, security and data 
sovereignty concerns impeding the adoption of cloud.  The document will guide and educate Healthcare 
leaders who have a general interest in knowing what cloud is, how it can help improve IT efficiency and 
how it may be used to transform healthcare service delivery.  The document is also intended to provide 
leaders with guidance as to materials and resources that exist and how to utilize these resources.   

Efforts underway through organizations such as the International Organization for Standardization (ISO), 
the National Institute of Standards and Technology (NIST) and the Cloud Standards Customer Council 
provide guidelines and standards which address many of the privacy and security concerns.  
Additionally, these organizations have also published documents intended to support consumers of 
cloud services in procurement, what to expect and what to negotiate. 

Navigating and understanding all of the documents can be daunting.  ISO has published many cloud 
relevant standards, particularly those related to IT security, and privacy (ISO 17788, 17789, 19086(1-3), 
27001, 27002, 27017, 27018, 29100).  Familiarity with the concepts in these documents is essential to 
the successful implementation and adoption of cloud in the Canadian healthcare environment.  These 
documents are not just technology specifications and standards but are geared to guide the consumer in 
procuring cloud services.   

Thanks to the work of the Cloud Standards Customer Council and ISO, consumers now have access to 
online materials that describe “What to expect and what to negotiate Version 2.0.1”.  Additionally ISO 
has developed ISO 19086 which provides common vocabulary for use in Cloud Service Agreements and 
associated SLAs. 

A recent ruling in the USA, in a landmark case of Microsoft vs the US Government, has paved the way for 
a country to defend against the Patriot Act and any requests by the US government to obtain data 
stored outside of the USA.  Microsoft’s defence of the privacy rights of an individual’s data on a cloud 
server in Ireland was upheld in July of 2016, overturning a decision made in 2014. Additionally, much 
work has been done by ISO and NIST to build standards for security, privacy and management of cloud 
service providers.  Significant guidance exists regarding how to overcome these barriers and the 
presence of cloud service providers on Canadian ‘soil’ is growing.  

 

What is Cloud Computing? 

The two most commonly referenced definitions for cloud computing and the terminology sets that go 
with them include the National Institute of Standard and Technology definition (NIST) 800-145 and the 
International Organization for Standardization definition (ISO) 17788 (2014). 

From the National Institute of Standards and Technology (NIST) Special Publication 800-145 on the 
definition of Cloud Computing: 

Cloud computing is a model for enabling ubiquitous, convenient, on-demand network 
access to a shared pool of configurable computing resources (e.g., networks, servers, 
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storage, applications, and services) that can be rapidly provisioned and released with 
minimal management effort or service provider interaction. This cloud model is composed 
of five essential characteristics, three service models, and four deployment models.1  

Essential Characteristics 
1. On-Demand Self-Service: A consumer can unilaterally provision computing capabilities, such 

as server time and network storage, as needed automatically without requiring human 
interaction with each service provider. 

2. Broad Network Access: Capabilities are available over the network and accessed through 
standard mechanisms that promote use by heterogeneous thin or thick client platforms 
(e.g., mobile phones, tablets, laptops, and workstations).  

3. Resource Pooling: The provider’s computing resources are pooled to serve multiple 
consumers using a multi-tenant model, with different physical and virtual resources 
dynamically assigned and reassigned according to consumer demand.  There is a sense of 
location independence in that the customer generally has no control or knowledge over the 
exact location of the provided resources but may be able to specify location at a higher level 
of abstraction (e.g., country, state, or datacenter).  Examples of resources include storage, 
processing, memory, and network bandwidth.  

4. Rapid Elasticity: Capabilities can be elastically provisioned and released, in some cases 
automatically, to scale rapidly outward and inward commensurate with demand.  To the 
consumer, the capabilities available for provisioning often appear to be unlimited and can 
be appropriated in any quantity at any time.  

5. Measured Service: Cloud systems automatically control and optimize resource use by 
leveraging a metering capability at some level of abstraction appropriate to the type of 
service (e.g., storage, processing, bandwidth, and active user accounts).2  Resource usage 
can be monitored, controlled, and reported, providing transparency for both the provider 
and consumer of the utilized service.  
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Service Models 
1. Software as a Service (SaaS): The capability provided to the consumer is to use the 

provider’s applications running on a cloud infrastructure.3  The applications are accessible 
from various client devices through either a thin client interface, such as a web browser 
(e.g., web-based email), or a program interface.  The consumer does not manage or control 
the underlying cloud infrastructure including network, servers, operating systems, storage, 
or even individual application capabilities, with the possible exception of limited user-
specific application configuration settings.  

2. Platform as a Service (PaaS): The capability provided to the consumer is to deploy onto the 
cloud infrastructure consumer-created or acquired applications created using programming 
languages, libraries, services, and tools supported by the provider.4  The consumer does not 
manage or control the underlying cloud infrastructure including network, servers, operating 
systems, or storage, but has control over the deployed applications and possibly 
configuration settings for the application-hosting environment.  

3. Infrastructure as a Service (IaaS): The capability provided to the consumer is to provision 
processing, storage, networks, and other fundamental computing resources where the 
consumer is able to deploy and run arbitrary software, which can include operating systems 
and applications.  The consumer does not manage or control the underlying cloud 
infrastructure but has control over operating systems, storage, and deployed applications; 
and possibly limited control of select networking components (e.g., host firewalls).  

Deployment Models 
1. Private Cloud: The cloud infrastructure is provisioned for exclusive use by a single 

organization comprising multiple consumers (e.g., business units).  It may be owned, 
managed, and operated by the organization, a third party, or some combination of them, 
and it may exist on or off premises. 

2. Community Cloud: The cloud infrastructure is provisioned for exclusive use by a specific 
community of consumers from organizations that have shared concerns (e.g., mission, 
security requirements, policy, and compliance considerations).  It may be owned, managed, 
and operated by one or more of the organizations in the community, a third party, or some 
combination of them, and it may exist on or off premises. 

3. Public Cloud: The cloud infrastructure is provisioned for open use by the general public.  It 
may be owned, managed, and operated by a business, academic, or government 
organization, or some combination of them.  It exists on the premises of the cloud provider. 

4. Hybrid Cloud: The cloud infrastructure is a composition of two or more distinct cloud 
infrastructures (private, community, or public) that remain unique entities, but are bound 
together by standardized or proprietary technology that enables data and application 
portability (e.g., cloud bursting for load balancing between clouds). 
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ISO also provides definition of common cloud computing terms and vocabulary (ISO/IEC 17788:2014).  
The ISO/IEC standard draws on definitions developed by NIST SP 800-145 in ISO/IEC 17788 for those for 
service definitions such as software as a service (SaaS), platform as a service (PaaS) and infrastructure as 
a service (IaaS).  However the ISO/IEC has abstracted these into two different levels: Cloud Service 
Categories and Cloud Capabilities. 

Cloud Service Categories: A cloud service category is a group of cloud services that possess some 
common set of qualities; it can include capabilities from one or more cloud capabilities. 

Software as a Service (SaaS): See Page 7 Service Models definitions. 

Platform as a Service (PaaS): See Page 7 Service Models definitions. 

Infrastructure as a Service (IaaS): See Page 7 Service Models definitions. 

Network as a Service (NaaS):  a business model for delivering network services virtually 
over the Internet on a pay-per-use or monthly subscription basis.  The goal of the NaaS 
model is to enable tenants to use the network infrastructure in a data center (DC) more 
efficiently. 

Most cloud applications are distributed by nature and often involve significant network 
activity to perform their operations. Yet, in today’s cloud computing offerings, tenants 
have little or no control over the network. Tenants can accurately select the number and 
types of computational and storage resources needed for their applications, but they 
cannot directly access and manage the network infrastructure (i.e., routers or switches). 
This means that all packet processing must occur at the end hosts. Even some relatively 
common communication operations, such as a multicast, are not supported, requiring 
tenants to implement them using inefficient application-level overlays.5 

(Data) Storage as a Service (StaaS): a service model in which a service provider with 
very large electronic storage capabilities provides digital storage as a service by renting 
digital space on a subscription basis. The economy of scale and management of a multi-
tiered storage environment in the service provider's infrastructure allows them to 
provide storage much more cost effectively than most individuals or corporations can. 

Compute as a Service provides organizations/consumers with dedicated compute 
power for high-performance, business-critical applications. Often it is used to handle 
large scale analytics of data or to burst large workload that consume significant 
compute cycles onto the cloud to avoid degrading internal compute 
cycles/performance.  It can be ideal for operation of Development/Testing and Training 
environments that are not typically used on a daily/hourly basis.  They can be created 
when needed and removed during idle periods.  UHN along with Sick Children’s Hospital 
in Toronto have built such as service to help in the creation of genetic profiles for 
patients.  The compute cycles required to generate a genetic profile are significant and 
are suitable to a compute as a service model. 
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Communication as a Service (CaaS) is an outsourced enterprise communications 
solution.  CaaS vendors are responsible for the management of all hardware and 
software required to deliver a large range functional features including Voice over IP 
(VoIP or Internet telephony), instant messaging (IM), collaboration, and 
videoconference applications using fixed and mobile devices to the consumer in an 
integrated product suite. 

Cloud Capabilities Type:  ISO/IEC uses the same definitions for Cloud Capability types as NIST does for 
SaaS, PaaS and IaaS.  

 

Cloud Service 
Categories 

Cloud Capabilities Types 

IaaS PaaS SaaS 

(Data) Storage as a 
Service 

X X X 

Network as a Service X X X 

Communication as a 
Service 

 X X 

Compute as a Service   X 

Software as a Service   X 

Platform as a Service  X  

Infrastructure as a 
Service 

X   

Figure 2:  ISO/IEC 17788-2014 Cloud Service Categories and  
Cloud Capabilities Types 

 

The new standards from ISO/IEC give a largely similar definition, choosing to call cloud computing an 
“evolving paradigm” according to CloudTech. Some variation does exist in the definitions and 
terminology.  For instance ISO/IEC has included multi-tenancy in its definition of characteristics. 

Multi-Tenancy is a feature of cloud that allows physical and virtual resources to be allocated to tenants 
in such a way as to isolate the computation and data from other tenants.  No tenant can access 
resources assigned to any other tenant; thus helping to ensure privacy and security of an organization or 
an individual’s resources. 

The complete text of the ISO/IEC 17788 standard can be purchased for around $60 USD and ISO/IEC 
17789 for around $187 USD. 

  

http://www.cloudcomputing-news.net/news/2014/oct/20/iso-publishes-new-cloud-computing-standards-and-definitions/
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 Deployment Models 

Attributes Private Cloud Community Cloud Public Cloud 

On-demand Self-
service 

Met; however your ability 
to self-serve requires that 
you manage and plan for 
excess capacity; this may 
place some limitations to 
tenant demands 

Met; however by nature 
of the community there 
may be policies that 
prevent the deployment 
of ‘arbitrary software’ 
(See Infrastructure as a 
Service description 
above) 

Met 

Broad network access Met    Met Met 

Resource Pooling Met; Tenants are the 
individuals within an 
organization that have a 
need to deploy IT 
resources and utilize IT 
services 

Met; Tenants are the 
organizations within the 
community that have a 
need to deploy IT 
resources and utilize IT 
services 

Met; Tenants are any 
organization or individual 
wishing to deploy IT 
resources and utilize IT 
services 

Rapid Elasticity Partially met; You do 
have elasticity provided 
you manage capacity.  
Your need to purchase 
resources somewhat 
diminishes your financial 
elasticity.  Once you’ve 
bought it, you are paying 
for 100% of the resource 
even if you don’t use it 

Met; Policy and 
governance over a 
community cloud may 
impose some restrictions 

Met 

Measured Service Met; Supports 
understanding of IT 
resource utilization and 
consumption.  This 
knowledge can be used to 
support financial 
modelling before 
migrating to Community 
or Public cloud 

Met; metered and should 
be SLA driven 

Met; metered and may 
be SLA driven 

Financial Elasticity7 Not met; You pay for the 
full private cloud 
environment even if you 
are not using the 
resource(s).  The 
implementation of a 
virtualized environment 
does however offer some 
financial efficiency 

Partially met; Some 
financial elasticity 
however the elasticity is 
limited by the number of 
community tenants and 
the ability to distribute 
resource utilization over a 
24 hour period 

Met; Financial elasticity is 
limited by the utilization 
of its resources over a 24 
hour period and the 
ability to provide enough 
resources to meet 
demand at given moment 
in time 

Figure 3: The Essential Characteristics Compared Across the 3 Primary Deployment 
Models of Cloud Computing6 
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Overcoming Barriers to Adoption in Canada 

According to a Microsoft Global survey, current perceptions of secure data in the public cloud pose 
significant barriers for organizations looking to adopt cloud usage.  According to the report, the top 
three concerns are: 

1. Privacy of data in cloud and on premise, including: 
a. Privacy of data and lack of control over/ vulnerability to data mining by provider, and  
b. Control over who has access to data, namely retaining control and protecting data from law 

enforcement agencies. 

2. Security against hacker attacks: The cloud is viewed as more vulnerable than in house IT solutions. 

3. Lack of Control over physical location of data. 

Many of the issues identified in the survey have been addressed or are in the process of being addressed 
by organizations such as ISO, NIST and the Cloud Standards Customer Council; several efforts underway 
with the bodies are having a large influence on the Cloud industry from both a consumer and service 
provider perspective.   

The Cloud Standards Customer Council has created a ‘Practical Guide to Cloud Service Agreements 
(Version 2.0)’ and it is worth a read.  The document was released in April of 2015 and is available on line.  
The guide provides IT decision makers with important information about what to expect and what 
criteria to use in evaluating Cloud Service Agreements (CSA).  The document also provides perspective 
on the current cloud landscape and a series of steps to help customers evaluate CSAs and negotiate 
terms.  

Additional materials published by the Cloud Standards Customer Council relevant to CSA and security 
include: ‘Public Cloud Service Agreements:  What to Expect and What to Negotiate’ and ‘Security for 
Cloud Computing Ten Steps to Ensure Success (Version 2.0)’. 

From the National Institute of Standards and Technology Special Publication (500-291) Cloud Computing 
Standards Roadmap also provides some description of service-level agreements in terms of managing a 
cloud vendor. 

ISO/IEC has also undertaken the development of Cloud SLA material that is both provider and customer 
relevant.  While the documents listed below are in draft, they do offer an international perspective on 
SLAs and the cloud.  References to the Cloud Standards Customer Council work on Cloud SLAs are 
reference in these documents.  

 ISO/IEC 19086-1 Cloud Computing – Service Level Agreement (SLA) Framework – Overview and 

Concepts  

 ISO/IEC 19086-2 Cloud Computing – Service Level Agreement (SLA) – Part 2 Metrics 

 ISO/IEC 19086-3 Cloud Computing – Service Level Agreement (SLA) – Part 3 Core Conformance 

Requirements. 

Cloud consumers and providers can use these standards and metrics as a basis for creating measurable 
and enforceable service level agreement.15 
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1. Privacy 

ISO/IEC 27018 Information technology – Code of practice for protection of personally 
identifiable information (PII) in public clouds acting as PII processors.  This standard establishes 
common controls, control objectives, and guidelines for implementing measures to protect 
Personally Identifiable Information (PII) in a public cloud in accordance with the privacy 
principles and as identified in the ISO/IEC 29100 standard. 

The privacy framework helps organizations identify and define their privacy safeguarding 
requirements by: 

1. Specifying a common privacy terminology 

2. Defining the actors and their roles in processing PII 

3. Describing privacy safeguarding requirements 

4. Referencing known privacy principles 

In some jurisdictions, this International Standard’s references to privacy safeguarding 
requirements might be understood as being complementary to legal requirements for the 
protection of PII.  The increasing commercial use and value of PII, the sharing of PII across legal 
jurisdictions, and the growing complexity of ICT systems, can make it difficult for an organization 
to ensure privacy and to achieve compliance with the various applicable laws. Privacy 
stakeholders can prevent uncertainty and distrust from arising by handling privacy matters 
properly and avoiding cases of PII misuse. 

ISO/IEC 29100 will: 

1. Aid in the design, implementation, operation, and maintenance of ICT 
systems that handle and protect PII 

2. Spur innovative solutions to enable the protection of PII within ICT systems 

3. Improve organizations’ privacy programs through the use of best practices 

The privacy framework provided within this International Standard can serve as a basis for 
additional privacy standardization initiatives, such as for: 

 A technical reference architecture 

 The implementation and use of specific privacy technologies and overall privacy management 

 Privacy controls for outsourced data processes 

 Privacy risk assessments 

 Specific engineering specifications 

Some jurisdictions may require compliance with one or more of the documents referenced in 
ISO/IEC JTC 1/SC 27 WG 5 Standing Document 2 (WG 5 SD2) — Official Privacy Documents 
References or with other applicable laws and regulations, but this International Standard is not 
intended to be a global model policy, nor a legislative framework.17 
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2. Security 

A specialist in cloud computing law at the global law firm of Covington & Burling, Maria-Martina 
Yalamova, says that, often, cloud service providers offer much greater security than individuals 
or enterprises can achieve on their own. 

“These providers invest significant resources in ensuring that their systems utilize 
state-of-the-art security measures, and routinely stress-test and strengthen these 
measures. Many comply with international security standards and are subject to 
contractual and legal / regulatory obligations to keep data secure and private. 
And they offer customers a range of privacy controls to protect their data, 
depending on the type of data involved.”18 

Additionally, NIST and ISO/IEC both identify actors in terms of cloud (see figure 4).  One of the 
key actors in the role of security and service level management is the cloud auditor.  The auditor 
is an independent third party that conducts assessment of cloud services, information systems 
operations, performance and security. 

 

Figure 4:  Cloud Actors in the NIST Cloud Computing Reference 
Architecture14 

 

A cloud auditor plays an important role in evaluation of the services provided by a cloud 
provider in terms of security controls, privacy impact, performance, and adherence to service 
level agreement parameters. Security controls are the management, operational, and technical 
safeguards or countermeasures employed within an organizational information system to 
protect the confidentiality, integrity, and availability of the system and its information. For 
security auditing, a cloud auditor can make an assessment of the security controls in the 
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information system to determine the extent to which the controls are implemented correctly, 
operating as intended, and producing the desired outcome with respect to the security 
requirements for the system. The security auditing should include the verification of the 
compliance with regulation and security policy.14 

ISO/IEC has produced several standards related to IT security and relevant in the application of 
cloud computing service including: 

 ISO/IEC 27001:2013 Information Security Management: A base standard for all companies 

that have a need to protect information – it is by far the most popular IT security standard 

worldwide.  It defines the mandatory requirements for an Information Security Management 

System (ISMS), and is the only IT security standard to which a (real) certificate can be issued.16 

 ISO/IEC 27002 Information technology - Security techniques - Code of Practice for 

Information Security Controls:  The ISO/IEC 27002 standard is a rename of the deprecated 

ISO/IEC 17799 standard.  The standard provides a code of practice for information security 

controls and control mechanisms, which may be implemented (optional) but in addition to 

the mandatory controls specified in ISO/IEC 27001.  ISO/IEC 27002 establishes guidelines and 

general principles for initiating, implementing, maintaining, and improving information 

security management within an organization. The controls listed in the standard are intended 

to help address the specific requirements identified via a formal risk assessment. The 

standard helps guide an organization in the development of "organizational security 

standards and effective security management practices."  

 ISO/IEC 27017:2015 Information technology - Security techniques – Code of Practice for 

information security controls based on ISO/IEC 27002 for cloud services:  ISO/IEC 27017 

gives guidelines for information security controls applicable to the provision and use of cloud 

services by providing:  

o Additional implementation guidance for relevant controls specified in ISO/IEC 

27002; 

o Additional controls with implementation guidance that specifically relate to cloud 

services. 17 

The ISO/IEC 27017 standard provides controls and implementation guidance for both cloud 
service providers and cloud service customers. 

 ISO/IEC 27018:2014 Information technology – Code of practice for protection of personally 

identifiable information (PII) in public clouds acting as PII processors: Specifies guidelines 

based on ISO/IEC 27002, taking into consideration the regulatory requirements for the 

protection of PII which might be applicable within the context of the information security risk 

environment(s) of a provider of public cloud services provider or an organization acting as a 

PII controller.  However PII controllers can be subject to additional PII protection legislation, 

regulations and obligations, not applying to PII processors. ISO/IEC 27018 is not intended to 

cover such additional obligations.17 

ISO/IEC 27018 provides guidance to cloud customers and vendors in documenting contractual 
obligations by imposing accountability requirement.  It ensures that the customer has 
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transparency into any data breaches, imposes confidentiality obligations on any person touching 
data and ensures that the customer is aware of the location of their data.  It provides the 
customer a mechanism to exercise audit and compliance rights.  However, it remains to be seen 
whether a third party could certify compliance against some of the broader data control 
objectives contained in ISO/IEC 27018. 

ISO/IEC 27018 goes some way towards delivering these safeguards. It is also a useful tool for a 
customer to evaluate the cloud services and data handling practices of a potential supplier.  But 
it's not simple and it's not a substitute for imposing compliance and control via contract. 

Privacy laws around the world prescribe nuanced, and sometimes no, obligations upon those 
who determine the manner in which personal information is used.  Though ISO/IEC 27018 is not 
specifically aimed at the challenges posed by European data protection laws, or any other 
jurisdiction for that matter, it is flexible enough to accommodate many of the inevitable 
variances.  It cannot fit all current and may not fit to future rules. However, in building this 
flexibility, it loses some of its potential bite to generality. 

Typically entities adopting ISO/IEC 27001 (Information security management) are seeking to 
protect their own assets data but it is increasingly a benchmark standard for data management 
and handling among cloud vendors. ISO/IEC 27018 builds upon the ISO/IEC 27002  reflecting its 
controls, but adapting these for public cloud by mapping back to ISO/IEC 27002 obligations 
where they remain relevant and supplementing these controls where necessary by prescribing 
additional controls for public cloud service provision (as set out separately in Annex A to ISO/IEC 
27018). ISO/IEC 27018 explicitly anticipates that a personal information controller would be 
subject to wider obligations than those specified and aimed at processors. 

ISO/IEC 27018 offers a reference point for controllers who wish to adopt cloud solutions run by 
third party providers. It is a cloud computing information security control framework which may 
form part of a wider contractual commitment to protect and secure personal information.17   

For all that ISO and NIST have done, cloud consumers must recognize that they still have 
obligations and duties to help in the day to day security of data.  Cloud service providers require 
that the customer under take certain functions depending on the service model being 
implemented. Figure 5 below demonstrates the roles played by the customer and cloud service 
provider in the IaaS, PaaS and SaaS models. 
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Figure 5:  Cloud Customer and Cloud Service Provider Roles in Security 

3. Data Sovereignty 

In July of 2016, a federal appeals court ruled that the U.S. government cannot 
force Microsoft Corporation and other companies to turn over customer emails 
stored on servers outside the United States.  The 3-0 decision by the 2nd U.S. 
Circuit Court of Appeals in Manhattan is a defeat for the U.S. Department of 
Justice and a victory for privacy advocates and for technology companies offering 
cloud computing and other services around the world.19 

This ruling helps assert rights in the cloud; however, data sovereignty must be dealt with up 
front to mitigate against data flowing across borders.  Customers should seek to hold the key 
(algorithm) for data encryption both in transit and at rest from the cloud vendor if they are 
worried about data crossing a national boarder or as an extra level of security and risk 
management.  

Circuit Judge Susan Carney said communications held by U.S. service providers on servers 
outside the United States are beyond the reach of domestic search warrants issued under the 
Stored Communications Act, a 1986 federal law. 

"Congress did not intend the SCA's warrant provisions to apply extraterritorially," 
she wrote. "The focus of those provisions is protection of a user's privacy 
interests." 
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Microsoft had been challenging a warrant seeking emails stored on a server in Dublin, Ireland, in 
a narcotics case. 

It was believed to be the first U.S. company to challenge a domestic search warrant seeking data 
held outside the country.  The decision reversed a July 2014 ruling by then-Chief Judge Loretta 
Preska of U.S. district court in Manhattan requiring Microsoft to turn over the emails. It also 
voided a contempt finding against the company.19   This decision should give more confidence to 
rely on your own country’s laws (i.e., Canada) to protect client privacy, rather than having to 
worry about foreign interference in the digital world. 

Dozens of companies, organizations and individuals filed briefs supporting Microsoft's appeal, 
including the U.S. Chamber of Commerce, Amazon.com Inc., Apple Inc., Cisco Systems Inc., CNN, 
Fox News Network, Gannett Co and Verizon Communications Inc. 

Had the court gone the other way, "it would have been like the Wild West, with no clear, stable 
legal rules applying," Greg Nojeim, senior counsel with the nonprofit Center for Democracy & 
Technology in Washington, D.C., said in an interview.  Microsoft had said the warrant could not 
reach emails on the Dublin server because U.S. law did not apply there.19 

 

Why Cloud? 

Moving to the cloud is inevitable.  Forrester, IDC, KPMG and other strategic organizations have led 
customers to see the writing on the wall.  As we move toward the future, business will be conducted 
primarily in the cloud.  This means the discussion is now focused around each organization’s need to 
find a cloud provider they can trust.   

 “By 2020 clouds will stop being referred to as ‘public’ and ‘private’. It will simply be the way business 

is done and IT is provisioned.” (IDC) 

 “The question is no longer: ‘How do I move to the cloud?’ Instead, it’s ‘Now that I’m in the cloud, how 

do I make sure I’ve optimized my investment and risk exposure?’” (KPMG) 

 “If you’re resisting the cloud because of security concerns, you’re running out of excuses.” (Forrester) 

There are many benefits to be gained by cloud computing.  The essential characteristics of cloud 
computing may be enough to make cloud attractive to some organizations, however, this article will 
attempt to articulate additional benefits of cloud computing.   

Five benefits to cloud computing which are most often referred to are: 

1. Business Agility:  One of the big promises of cloud computing is business agility.  By avoiding much 
of the effort associated with a new application (i.e., procuring and deploying servers and databases, 
then configuring and hardening these environments), cloud offers a more expeditious way of 
introducing innovation into the environment without the risk of investing in software products that 
have a demonstrated value proposition that takes many years to realize.  The value proposition 
gained by provision of IaaS, PaaS and SaaS to the customer is significant.  Time to market is reduced 
significantly and offers a competitive advantage to organizations which utilize cloud services. 
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a. For Infrastructure Management: Consider the agility derived from not 
having to build out compute environments, storage environments and 
network environments.  Figure 5 IaaS and Agility below exemplifies the 
reduction in overall lifecycle management of infrastructure in an IaaS 
model. 

b. For Software Developers: PaaS offers the opportunity to reduce the 
development cycle significantly.  As more and more enterprises realize 
the benefits Service Oriented Architecture (SOA) and PaaS have to offer, 
they will realize the advantage of shorter development life cycles.  A 
reduction in the overall development lifecycle provides the software 
customer the ability to rapidly adopt change without the huge 
implementation cycles that most organizations currently face.  
 
When developing software for healthcare, developers should be 
considering the use of FHIR® – Fast Healthcare Interoperability 
Resources.  FHIR is a next generation standards framework created by 
HL7. It combines the best features of HL7's v2, HL7 v3 and CDA product 
lines while leveraging the latest web standards and applying a tight 
focus on implementation.  
 
FHIR resources can easily be assembled into working systems that solve 
real world clinical and administrative problems at a fraction of the price 
of existing alternatives. FHIR is suitable for use in a wide variety of 
contexts – mobile phone apps, cloud communications, EHR-based data 
sharing, server communication in large institutional healthcare 
providers, and much more.8   The ability to reuse and aggregate these 
resources reduces the overall lifecycle for software development and 
helps to enforce consistent and uniform business policy.  See Figure 6 
below for an example of the reduction in software development life 
cycle using SOA and FHIR.   

c. For Individuals and Organizations Considering Software Purchases: 
Consider the importance of agility to your organization and the ability to 
adopt change rapidly.  SaaS Products/Vendors should be able to provide 
the agility back to the consumer provided the product is architected in 
such a way as to support interoperability with other cloud service 
providers.  For Healthcare organization consider the importance of 
FHIR® in the future design of cloud based systems, EHR systems, mobile 
applications and communication systems.  The ability of a vendor to 
provide a FHIR based resource will give you greater flexibility in 
customizing workflows and innovating solutions to meet your business 
need. 
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Figure 6: Advantage of SOA and PaaS at UHN – Reduction Over Time in Software 
Development Cycle through the Creation of Reusable Software Interfaces 

 

2. Financial Efficiency: Most cloud services require little or no upfront capital investment.  With the 
exception of procurement, training and migration costs, most of the costs are largely associated 
with Opex.  Figure 8 below shows the shift in duration taken to deploy a DEV/TEST environment at 
UHN between 2008 and 2016.  Between 2010 and 2016, UHN virtualized much of its server 
environment and opted to have the server and storage environment managed as a Private Cloud.  
Through the deployment of tools such as Dockers, by 2016 the time required to deploy a new 
DEV/TEST environment was reduced to as little as 10 minutes from 28 weeks.  This not only reduced 
the overall costs of managing the deployment of technical infrastructure but in most cases removed 
IT as the bottleneck for application implementation. Being able to deliver results faster, cheaper and 
with more quality might just give businesses a competitive edge and make it more nimble. 
Anecdotal experiences haveshown a data analytics project being reduced from 4 months to just 3 
weeks, reducing the project's time-to-market and overall cost significantly. 
 
The cost implication of cloud computing needs to be understood before a business makes a decision 
to move its assets to the cloud.  Consumption based pricing requires an understanding of the 
environment and how many units of service an organization will consume.   
 
For instance, in a Storage as a Service (STaaS) model, it is important to understand how much 
storage an organization consumes, including growth expectations, processes around data aging, 
performance, privacy and security requirements.  These components will have cost implications and 
assist in selection of an appropriate STaaS provider. 
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Compute as a Service has similar requirements and it is important to understand how much 
compute and over what duration of time an organization will require it. 
 
For PaaS and SaaS models consider the service providers unit of measure.  It is important for the 
customer to understand how the vendors charge metering works before signing a contract.  The 
more an organization understands about its business transactions, the less likely there are to be 
surprises. 

 Opex Savings: Virtualization of the server environment is key to generating savings.  Figure 7 below 

demonstrates the experience UHN has had in terms of operational savings in a private cloud 

environment.  UHN expects that further savings could be achieved through community and public 

cloud environments as operational overhead for resources required to support the technical 

infrastructure is reduced.  Please see “Financial elasticity” of Figure 3: The Essential Characteristic 

compared across the 3 primary deployment Models of Cloud Computing. 

 Capex Savings: Much of the pain associated with buying and installing new applications is derived 

from the resource intensive process of installing the applications and any associated hardware, 

configuring and testing them. In the world of self-managed data centers, this is the reality that this 

resource intensive process is repeated for each and every application/server you buy. Figure 8 below 

highlights the reduction in resource time required to support the implementation of new 

infrastructure. 

 Pay for Consumption: When an organization buys a server, the organization is paying for 100% of the 

server costs even though the business may not be using the 100% of the server’s resources 100% of 

the time.  Figure 9 below demonstrates that server utilization may vary throughout the day and if the 

business paid only for what it consumed it could expect some cost savings.  However, this of course 

depends on the type of deployment model being implemented and if an organization seeks financial 

elasticity it will have to consider community and public cloud offerings.  Private cloud environments 

do offer efficiency but the organization is still paying for 100% of the virtualized environment 100% of 

the time.6   
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Figure 7:  Example of OPX Saving at UHN as a Result of  
Virtualization in a Private Cloud Environment 

 

 

Figure 8:  IaaS and Agility 
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Figure 9:  Example of Unused Compute Cycles 

 

The limitations to efficiency in a private cloud are greater to that in a community cloud (for healthcare) 
and to that in the public cloud. Assuming that resource consumption in a healthcare institution is 
consistent with that demonstrated in Figure 9 above; one would expect that sharing resources in a 
Canadian community cloud (for healthcare) would provide some opportunity to gain efficiency based on 
geography and time zone (i.e., more of the unused cycles would be consumed as normal business hours 
shift across 4 geographical time zones). In the case of a public cloud the global scale of such a service 
provide the opportunity for further efficiencies in resource usage.   

 

 
 

Figure 10:  Demonstrative Example of the Potential for Efficient Use of Cloud 
Resources in Private, Community and Public Clouds 
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3. Geographic Diversity of Data (Centers) and Disaster Recovery: Healthcare 
organizations running business-critical applications such as Electronic 
Medical Record (EMR) systems or Electronic Patient Record (EPR) systems 
should have a disaster recovery (DR) strategy that includes geographic 
redundancy. However, most healthcare organizations do not have the 
ability to spin up certain virtual servers and restart important apps in the 
event of a data center outage or unplanned downtime.  
 
Most cloud service providers offer some level of geographical diversity with 
two or more data centers.  This level of redundancy is otherwise expensive 
to build. Cloud may offer an affordable DR strategy and help to ensure high 
reliability and availability of mission critical systems provide the software is 
architected to function accordingly. 

4. Ability to Maintain Currency of Software, OS and Hardware: The challenge 
faced by many healthcare institutions today regarding IT investment is 
twofold.  Firstly, large scale capital investments in IT are becoming 
increasingly challenging and are in competition with capital investments 
that contribute directly with bedside/clinical care including infrastructure 
and medical equipment.  Secondly, postponed investments in IT have led to 
a large scale proliferation of legacy applications, often neglected in terms of 
patching and maintenance.  
 
The result is a 'mess' of obsolete operating systems, old versions of core 
software and a patchwork of home-grown spot solutions, There is also a 
growing demand from users through their consumer IT experience for 
“modern looking”, intuitive mobile-accessible applications.  As more and 
more applications and servers are deployed, the cost of maintaining many 
environments forces IT departments to choose between 
patching/maintaining legacy environments and the demand for new 
applications and services.  
 
Theoretically, SaaS vendors provide customers with management of the 
overall environment, freeing up IT recourses to invest time in innovation 
instead of maintaining the currency of applications.  Vas Vasiliadis - Director 
of Products, Communication and Development at the University of Chicago 
Computation Institute states that automation via SaaS can be beneficial to 
all kinds of professionals within an organization. He illustrates this with two 
examples of a meteorologist who was able to cut data transfer times from 
61 hours to 20 minutes, and a climate research group that was able to make 
terabytes of data readily available to thousands of investigators worldwide 
who otherwise would have spent countless hours and funds to access that 
data. 21 
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5. New Business Models:  It has become much easier to start business 
innovation initiatives, often enabled by readily available cloud services. 
Utilizing or combining these services can result in new and innovative 
business models.  With healthcare systems, the opportunities are many.  
The following article provides two examples for discussion and thought: 

a. HPC4Health: HPC4Health is a consortium of health providers who are working 
together to build the next-generation of compute engine for clinical research. 
 
For the modern day clinical research hospital the volume of information, and the 
concurrent demands on computers to do more useful things with that data, have 
increased exponentially. Genomics and pathological image analysis generate 
datasets which span many tens of TB of disk space and may take days to run 
computations on.9  
 
As technologies such as DNA sequencing move into clinical practice, access to High 
Performance Compute (HPC) and storage also needs to be guaranteed to ensure 
timely processing and turnaround of critical patient information into their clinician’s 
hands. HPC4Health has a base of HPC resource (7000 cores of CPU) infrastructure 
located in its data center, offering HPC service on demand for tasks such as high 
priority clinical applications. Figure 11 below provide a simple graphical 
representation of how HPC4Health works. 

 

 

Figure 11:  HPC4Health Process Overview10 
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b. Knowledge Management in a Learning Health System:  This example is contextually 
taken from the many discussions that Dr. Peter Pisters (CEO of University Health 
Network in Toronto) has given regarding what it means to become a High Reliability 
Organization (HRO) and the learning health system, combined with research 
gathered from other sources of information. 
 
There are many knowledge sources that clinicians rely on in delivering patient care.  
Some of these resources lie within the organization where they deliver care, 
whereas many are external.  Most of what a CIO has been focused on in the past 
decade involves the collection of patient information to support clinician in the 
decision making process.  
 
HIMSS Analytics provides an Electronic Medical Records Adoption Model (EMRAM) 
as a means of measuring an organization's maturity in capturing patient information 
electronically and using it to support clinical decision making.  It has long been 
considered the gold standard in measuring an organization’s maturity into the use 
of its electronic medical records and clinical decision support tools (see Figure 12 
below). 

 

Figure 12:  HIMSS EMRAM Maturity Model 
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An individual patient's records can be contained in many systems and while an organization may 
have completed digitizing the information in those records, the result may still not comprise the  
complete medical history of the patient.  In fact, beyond the patient’s data there are many other 
data or knowledge sources that could be used to improve the clinician's understanding about 
the patient, including their illness, culture, living environment and available treatment options in 
their community.  There are also many information sources contained within research findings 
and clinical best practices that the clinician may not be aware, or have access to, that could help 
inform or otherwise influence the treatment and outcomes for the patient. For example, years 
or even decades are required for laboratory discoveries to reach clinical practice. It takes an 
estimated average of 17 years for only 14% of new scientific discoveries to enter day-to-day 
clinical practice.12  

While making these additional knowledge sources available to the clinician, the CIO must be 
careful about overwhelming the clinician with information that is not contextually relevant to 
the treatment of the patient.13   Is it possible that cloud computing could offer some solution for 
the integration of a multitude of knowledge domains with clinical decision support?  Consider 
non-traditional knowledge domains such as weather and geographical maps that may also offer 
a hint to diagnosis/treatment.  Figure 13 below is a graphical representation of many of the 
different knowledge sets that contribute to clinical decision support and knowledge 
management. The idea that these information sources live in multiple cloud environments 
(whether they be private, public or community base) lends itself to the notion that a hybrid 
cloud is likely the approach by which knowledge management will be delivered to the clinician 
and patient. 

 

Figure 13:  Knowledge in the Cloud 
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Conclusion 

With proper due diligence, cloud can be successfully adopted. Canadian healthcare leaders interested in 
cloud should start by:  

 Building internal expertise in cloud knowledge and strong familiarity with ISO and NIST work.   

 Developing policies that enforce strict risk mitigation on matters of security, privacy and data 

sovereignty in the cloud.   

 Considering the implementation and the type of cloud model that best make sense for industry.  

Remember community and public cloud offer opportunities to create more efficient and cost effective 

platforms to build upon. 

 Ensuring that these practices along with Service Level management, performance, geographical 

diversity, data ownership and contract exit rights are ‘baked’ into the procurement and contract 

negotiation cycle as you would do when you procure any service.   

 Ensuring that consumption and growth factors in the technical environment are understood and 

factored into financial and costing models.   

Cloud offers opportunities to reshape the way patients are engaged, the way knowledge is managed and 
how learning, best practices, qualitative and efficiency improvements are applied.  It can help to 
improve access to care, knowledge resources and information sets, thus accelerating the overall delivery 
of care and improvements in population health.  Cloud is fundamental to the creation of a learning 
health system and participating in big data and the Internet of Things (IoT).  Cloud provides healthcare 
leaders the potential to position Canadian healthcare as a hub for innovation and therefore a global 
leader in healthcare innovation and care delivery.  
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